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Lightweight AES for Internet of Things and its
Application in Secure Storage System

CHEN Jia-ling, WANG Jie, XU Huan-zhang, MENG Jian-yi

(Institute of VLSI Design, Zhejiang University, Hangzhou 310027, China)

Abstract: In order to achieve balance between area and performance of secure SOC in the Internet of things(1I0T), a
lightweigt and resource-sharing implementation of Advanced Encryption Standard ( AES) algorithm is proposed
based on cooperation of software and hardware. This design exploits a synchronous FIFO as the interface between
software and hardware to implement AES encryption and ecryption based on cooperation of software and hardware.
The key-expansion algorithm is optimized so as to improve security. The hardware resources of the AES module can
also be reused by the memory system for data encryption and decryption in the secure SOC, thus saving hardware
resources. This design consumes about 2418 equivalent gates for hardware, and saves circuit resources by 20% for
the memory reading and writing module of secure storage system, which has comprehensive functions and high
security with tiny hardware area, and is suitable for lightweight secure SOC.

Key words: AES algorithm; lightweight; cooperation of software and hardware; resource reuse

1 3l5§

BEE VIR R R TRA K R g 92 42 SOC A
FHE) T2 I AR AR R 2 1) e 0 e R
M SEBLRN R R, R bR AES 53k 50 H
)zt B AR B T IR L BT X AES
(I B A o 3 S B R A A AV 25 X ey vk
A A Lz S R R (ELJE AR 2 WU L B AR
s A SRR R A . ARSI AES Bk
AN B NABE PR B I (H A2 S S BRI

WHmBEA. 2017—09—12; 1&EIHHE. 2017—10—11

PR 2E. R g AESSY (1 92 B0 2 A
TR RE RGP AR H 2L

ASCEE X IR AZ BRI 22 4 SOC S 7 Beit . #2
T — PR 1 B R AR Y AT R A A R e
AES-128 5Ly 3, Il i de KA B2 A2 FH A PR 454
IO B Rk Ik B nfige 4 D e 5 4 BE R 5%
WD 2k m R HAR.



Wi 2% o 450 < T ) DK P 4 A i . AES BCHAE 22 A7 Al v 19 107

2 AESEEEHIE

2.1 ®IzH

AES J&—Fu FRn e 580k . 25 N %
RN A e B 0 RN SR I e AR —
A~ 128 i34, #F FIPS PUB 197 1, 3X A4~ 4 9 4
Wy Axd W T B SR BRI I %
BRI BB Bk, [RIREHE , 128 137 %5 57tk
A R - 77

AES-128 By kA2 an A 1.

PI1J RS R e e MY | X TP R B e By e
TR (SubBytes) | 17 i (ShiftRow) . 51 {E &
(MixColumns) . & % £ il (AddRoundKey) P44~
BB RS 2N TREINRAEH.
TN A0 I B A A D B R 44 A
32 (i LA Ee] WO -W43 ], A4 A A
A )7 (128 R AE iz i Fe 2% 8.

Encrypt: Decrypt :
Plaintext Key | Plaintext |
(16 bytes) (16 bytes) (16 bytes)

] L)

i !
[ AddRoundKey Je—{ W [0-3] -  AddRoundKey

Subbyes [ twsubiyes ] 10w
round
15t [_ShiftRow O N T
Expansion

round 1

InvMixColumns
[ Addroundkey — Je{ wir4-71 H-{  AddRoundkey | 9th
T round
1 InvSubBytes
SubBytes
InvShiftRow
9th ShiftRow 1
round "
InvMixColumns
[ Addroundkey Je—-H wi36-391 Ho|  AddRoundkey ] 1st
} round
SubBytes InvSubBytes
10th ShiftRow InvShiftRow

round

[ AddRoundKey |'——|T[4<t-43] s AddRoundKey |
1 AESJEIE

FHAEEH S &5 T 4 my 735 273 AR
B s AT AL ] B e IRASAE R AR 1,2,3,4 1503
MR 0.1,2,3 19 SR A A IR GF (2 |
FRIB T i 2 3 ) K — A [ 5 G 5 PR 2 R A
e s LRI — B RS 5 %418
SR DR T A T S R A iR 2 I 20 3 A P G Y
iz B B 33 AR 4.

02 03 01 017[SO S4 S8 SI2
01 02 03 01|[S1I S5 S9 S13|
01 01 02 03||S2 S6 S10 Sl4|
103 01 01 02][S3 S7 S11 SI5

SO0 S4 S§& S12
SI' S5 S9 SI3

S2 S6& Sl0 S14

1S3 S7 S1I' S1¥

2.2 CBC #&3t

SFARKAIEE  AES fix B UL —ECB
R AR 224, i CBC =51 A T R ds, v A5
Mk ECB A5 i 55 1.

CBC #E=Can (&l 2, in % 55032 1w A X5 |1 1) B
SCEH AL — 5 SO S5 K i 9 B R 8 Sl
AT R FES b — B S el BT R A2
3.

(D

Mot | Moy 1 Mo 1

LPt | LP2 PN
v r‘
L o D ;
v h I v hd | Y
. VLR \ ':____ = _
s | | ] -

[ ] 2 [N ]
K K | K

6? | ) I 3

P1 P2 PN

B2 TXHEHEECBOKRR

2.3 HEMPEHEE
1 s B AES Jnas 52 Ffi 5 kAN H L
REME MG S T Dl D BB P 52 A B2 A — PS4 ) M 2
Bsear . hia(2) L ) AT S i A Rk T
b S ST ek v~ I BUIE oy s Z AT DS oA B2 BvaE 1S U1]
SR G FNEE BN B A S 2 A X
R — YRR G — U B B I B B A T 00 8 R
AR
InvShiftRow[ InvSubBytes(S,) |=
InvSubBytes[ InvShiftRow(S;) ] (2)
InvMixColumns(S; W, ) =
[ InvMixColums(S;) JB[ InvMixColumns(W;) ]
(3

3 EEMRE5iEI
3.1 RS
.11 BZEHAR FHRERITH

R NG BEAR U R A L S BRI T
ARG A A BT 2R ] N s



108 B 722 SR

2018 4F

AL B

S B I B SR A R A i AR
IEAER B A 0 IR #0117 28 CPU A7 Kt

A REUE 5 a B, MRS S & n]

PIR KR S 2505 , HAE (485 T LA o 38 Y 1 77 ik
AR, ATRE AN o BRI, R A O R
Al R 5SS Ak S

S GRS B A A £k VR LR
Ak R AR R B T R B R R AR ek A
Rk 5 T AL FEARAE TR U8 7 R A BR L B AR
AR AH R 5 i B e HL AR s 9% S g Hil
SARIE B IR LB AAROREAR, H K& S5 1
AES A3 CBC B WiUZB ek iy S & FIi S &
A LA IS B A ) L ORI FE SR /. IRLAR SR
FHIAR Sk S B AR

R H) AES 75— Ja 1 P9 58 il — - R A
A RSy R i LA S & S &
THFER A A Z TR, A SO TS & 0 B i i
HEAT o A P B AR D Ry — A R R TT A T
KIFATHZAS S ™ Az i B A4 B2 5, DI /)N T

. BTz AR EOR AN S TR . e 2 A 2
B Fr R A
3.1.2 FlRAe

SR AW AT BRIk GF (29 Lz, s 5
B AU — S & it R L FIR A A
WGIR A IT A5 2 R L S A G R 2 T X
s IRE R CPU &) By S 5l 8 5 4 R AT
SIS I S B ROR AR BE AR XS L/ Rt
FINRA 12 F XA BL.

3.1.3 BV RIEERMA

R GRS Y R R A S O
BIF BB AL A SRAM Hr, 517
BB A L AR AN R s AR,

WK 3 Frs AR A B H LR, g H—1
HARREL T EREHS E—R%. T —-R%HA
HUIRZR IR Wi+ 4]—=WLi+7], W w]
BoHESH WL —WLi+3], s i 40T R
AT 2 R PEREAR. A SO —FP IR Ak 7 =8, X
S8 BE — 6 % G AT IR B % n O A
SRAM, 7585 {41352 U 81 I 147 i 4% e 40 345 5
A M T IR B s . S SAAT RS AL
(AL EL A 5 i 22 4 M O 2 81 B4 n 28 i e e
AT R FH (R 10 5 W o BV 300420 5% g 1> 5 1 ) 4% ]
15 S & AR DL KT B L - b B3 A4 A R % I A 6

Ak

FLSCHY A 9 R R I R

Wlit+3]
> D

wli+4] | Wli+5] | Wli+6] | W[i+7]

wli] Wli+1] | WTi+2]

B3 ZETE

3.1.4 HmHRE

R SRR ST E , B AS % 8 n L 2 A0
FATRAL RS2 B SR A R4 B e i R o8
WZ S T B PR A B4 1 AR SCOR ) — B 16x8
12 FIFO, it FIFO #2242 8 i 47 #:4F . AES
AN CPU 33 132 5 25 47 4 AT #544F FIFO. $tiz
BRI RSy e A A B A AT RS
BRSBTS A FIFO,CPU i FIFO
RS AT NR 5 1a 5 18 5858 UG RS R 1Y
BHMRE A FIFO, U R8T —fiz B,

ARSCEE I R 4 I ] TAE SR AES 559
WARUNE 4 Fr7R. scramble FlI descramble 435138 X
B INPE AR  [&] o R ZAE Ry 3 S B 4

Key
(16bytes)

Encrypt:

Plaintext
(16 bytes)

Decrypt:
H Plaintext
! (16bytes)
7 i
|AddRoundKey|¢-{Descramble|"1‘| Scramble| | Scramble |—}—D|Descramble|->| AddRoundKeyl
1
SubBytes

1
1

W4-7] | ! InvShiftRow
]

10th

InvMixColumns round

| Scramb]e'—L-ﬁlDescramb]eH AddRoundKeyl

InvSubBytes

| MixColumns|

v

1
1
AddROunchYHDescramblel‘—r Scramble| :
1
1
1
1

InvShiftRow
Scramble| oth
InvMixColumns round

! W[32:35] |

¥
|AddRoundKey HDescramblel"

SubBytes
ShiftRow 9th
round

—————————

InvSubBytes

——————f -

&

&% n

‘gE
<—P‘1

v

[z

g

g

g

s

"IDescrambleH AddRoundKey |
+

1
| "MixColumns ! [Ser: ambleH—»l Descramble HAddRoundKeyl

-

t
y I |\
|AddRoundK8yHDescramble|* Scramble| Il_ vMixColumns|
H s et
! 1
o [[Cween ]
|
round ! | round
ShiftRow 1 W[40-43] : InvSubBytes
1
. i
1 1
1

i
|AddR0undKCYHDescmmble|'_|Su bl I
Cipher Cipher
(16 bytes) (16bytes)

B4 Bt R A E TR AES HikiniR
3.1.5 AES#34 M
AES #H (aes_top) fE2& 4 i YR ARy

"Descr “I lAddRoundKeyl
[}




5 6 1]

Wi 2% o 450 < T ) DK P 4 A i . AES BCHAE 22 A7 Al v 19 109

RS2  AES 5095 SRR 73 10 S & m] T4l 7
it g 5 PR L2 R 5 A& —A
BRI 25 B P, B B BT N ELBE ML B A= 4% (True
Ramdon Number Generator, TRNG) 3 B3 8] 3£
SEE B AR AR AL X B A B BEAT N % 2 )5
FENBARAF A 20 v 5 fifk 5 IF NSO A2 it o 2 TP 352
O J5 00RO B BHAE A A A iR B B EA T
W I A A L B O A B L B T
Fr B A 1 22 AV N0 e 2 e R o R 1l R A

.

REFMARSR
TPk A B B B o e e
5 ¥ 4R
E ik .
o s
R | AR | | R
kil 58
FEHIAER A
W
TRNG aes _top

B> REFHRE

4 B

FH T 0 e 2 55 B ) B 2 SR T B, T &2
AES BRI GEIR. 242 A7 3R G0 7 2 0 il %
if ) AES &£ #E M55 AES fifi H S & A% 4 Xt
TR RGBT IR 5% AN AT RS IR 5
S30IB 5 BEASTE 5 19 PN e URS A %) T B i 2
PEm TRORIT I R
4.1 EHEN
4,101 BARm AR

AES(aes_top) BREE/ANE 6 frs , ahb_slave
J& AMBA AHB 5235 11, aes_reg J& A7 f7 #n ik,
PRI A g4 1 AN ERE 2E L, aes SE AN 2B,
8 i B A 5 . o sbox1 Al sbox2 43 H| ] T3¢ iz
B B AR AR fifo_ctrl J& FIFO #24
fir, TR FIFO $EAT 135 #84E , FIFO A7l i —
AR B AR i SR RS S B 128 i [E] A aes
F1 aes_reg ¥ 0] DL o 5 W5 5 ok S FIFO.
SRAM H] H} —He X Salof-fift 4 56 28 e i 25 4 . 1%
iz S PR .

4.1.2 RKREM

AES b A BRI fsm Qi 7 fros. 78

IDLE 91464k FIFO 555 . A 706 R 40k AL

by

aes_top

cbe
logic acs
ctrl signals sboxl kbox2
ahb salve aesreg | oo dback signals
fsm
I
i ! i
| fifoctrl |

SRAM
CPU [« [ [scrambled] ......
B 6 AESHEREHE

PS5 mreq. U AES S5 U/EAAA# R 58
(1 ) BRI B AT, A Sbox RS X A B
PEAT S @ AR S B B L IR LA e 25 A7 i AR
gt FJE 58 i — s B ELEIT i R G stop
15 055 Sl AR SR g 2 T A

start && (!mreq)

2~10round & fifo not empty

I
i
] e
1
! | doutn & >
I ¥ ShiftRow
H I
H I
: key H keyn Sbox
11— &

I ShiftRow

B
=3
v
»
=]

B 7 ORAESH

LR R RS S start BAFGERGIRAH K
HESR L ) AES #i8eiE A RFIFO ARZS B85
ent FERFEE WIGRFE LI E A N — RS TIE F,
HAhFe ez it FIFO Hhgi , B J5 1Y SO~ S15 RZS
UNEL A — AR A3 B8 L PR A R e 8 5 % 5 4
M FEZ W REMITELN—DFNEFEA
FIFO. SO~S15 AR A58 i — 412 5, FIFO
BEAF O SRR A MR SO~S15. 78 S4RE %
i ready 55 AW R ready 155 5120 FIFO
R TSR B2 5B B B L D start fF
TR RIS R — 5818 5, ready {55 7E RFIFO



110 P T2 SR

2018 4F

RAEBEE R, XTI Ze 05 R eI Ak 2
J5 By bR S8 R e — IR B s A A
gh.

DRI i 2 IR AS WL 4 52 P 30 2 o 3 s 4 o1
{55 dec ¥ S &V RIS &, [F) I ek 28 B LRI L 4
IR A TR A Th A T 3 SR A8 55, 4K
A ) e R 5 o %8 5 4 AH ).

4.1.3 S&

HFHR WY S B FH GF 2 5
GF@O* [k, ¥ GF (2°) 1 sk W% 4y GF
(2" bRk, AR s 5. A 8 B
.S &S S SRR HLEE Inversion —3, dec iy
fife B A5 = Affine {5 53 28 4, Affine— 14 310 75 5
e, dec Sy O B SE SR 0 AR 07 5 A8 4, AR S &5
R 1 B SEERT SAR H EoR , FHAERE S &, S &Y
BT IR R 5 0 BB - 75528 B 5 .

Inversion in out

42
GF(2) Affine || 0

B8 HEHEFEHMERNSE

4.2 HEGHhEIE

BAFFR o T o TAR AR VB0 R A SR
HiaE. BYY R AES i & AR S — 1%
FAFEAEINAE A7 2 SRAM, /N 5 1 S {45 Jin fife 285 30 %
W& 9 FE7R A 4R 1 Bip I) T AR (G R A - S i AL
SCL IR IS B A M SRAM BUH JE B A, P 4
il 75 77 2% (ECB 88 CBC #5 2, $i 4 A/ g 45 )
AES $875 6 44 T Uiy 13 55 [R) Ip 504F TF fs A TAR 25
7. BifiJe BRAS AL R T2 55, e HECIR 2858 [ () )
B — A4 RSB RS S B 1) — N IR A
FIFO. = (D A1, 345 S0~ S3 i H 57 S0~ S3,
AN AE IR 12 S 25w, AR &k B
PREICAT OB P L RT IR AT B RO R, 8 T 58
S3 AR FIFO A 4 A5 848 (S0~ S3) B, Al
PRRPIRASALE 1. AR 2] )5 2 N FIFO §3256GX
AANFH I HINR A B ETH SO ~S3 A
FIFO, B 4 44 22328 55 S4 ~ S15, B 43117 P
[F] TAE B OR R 5 T8 3 300%. TR s SR
FURE(R0E , BO0] EEE A AT T 12 F i gNR A
B8 B 58 WUE IR S M B E T RIS A
FIFO, Fifi J5 % AHr— %6 % P1E - i fE AES, #E AT

—R B WL E A TR RN AT A5 5 5. AR SO
A REE 3T CK-810 CPU, T/EHi# 100 MHz.

W plain text %

key

f—

config
ctrl_reg

loop

Load
check state 4bytes

loop :
S

check data

software

EEEER

G

hardware

B9 IREEGHETIERERE

5 KWHERKKRENH

AR 128 {57 B AT g % L 4 Bk CPU
WiEh 100 MHz, I % 73 5 35 2 2 209/4 142 A4~
5 JE 30, %2 4 ECB fi1 CBC Wi Fp . 7F smic 55
nm ) CMOS T. 25 F 25 & SC 8, o7 FH 6 14 58 3
2 A18EERLT.

NP B A R RS AES IS A
AIBETT I RE B 5K oy A2 U el 4 3
DRSS 5 Z A7 g, ingk 1 o,

# 1 AESEEAEZHAAMLE

RHNE e e sowr o IEE
HS) i ECB s jfj;f] 160
SR(4] /mE  ECB 4Gl ;Z‘fj 226/880
ﬁﬁij‘% o/t ECB AR / 113912498601/
O] & ECB BB ;ﬁ;ﬁfﬂ 256 000
X107 W ECB BB j_;x;f] 96 000
KX /W% ECB/CBC KBS ;j;f] o

H12 1 &, 4iff R 52 B0 AES B89 3Ck[5 TS F
TR /)N AELJE: A s S 8 » DG 1k Tl R i 2 75 oK 5
SCHRLA e D BE A BE IR SE I T I s B0 (B A
BRI E 52 BRI o B 7 A AR AT B HAS SO 8
CBC B s A G T3 28 FNERE AR 4545 B SCHRL9 1
107, AR by T A BEPF SR (R s 3R i T2



5 6 1]

Wiaa 4, 26 L T 1) TG I (2 B . AES R LA e A 1At P i 10 P 111

18 PERERLZE. A SCHI L SCHRL A BARTR 2 AL I i
JAI AR T =0 2 — 2 BB A B IR O S
CBC #0 AH He iR A S A SChik[9 ] [10 13 Tt
TILAR R S HL 208 5 58 4 RE A8 T I P 35K 19 o
ARG R BN L 50K S Rl had o 22 45 SOC
O AT R G R S B A T
20 Y0 [ B U5, B A 1) F 3 .

6 HRIZ

ARSCBAT T — R 3 [ T A Al B IR A
S AES SCELTT 58 - 177 Sl i e — 2 i Ay
I 3R 1k B BE B e /AL 9 G S I R B DR
SN R % 2A7 % R G0 B B 3 B 4
FIFEAH A N P s HA Y R A R BR T A
SCRTT % 6 T4k 00 v 5 58 2 FR i R a2 R
SRAN TS 1922 2th R U B T A9 .

S 30k

[1] The National Institute of Standards and Technology
(NIST). Federal Information Processing Publication
197. 2001.

(2] ZERK ApE. 34T AES 553005 i 55 B 6 0 T R s
BT 72453131, 2015, 32(3) : 100-103.

(3] #U, LM, IRERZE, 5. —Fhik I T° RFID #R400 v
i) AES Bk g5 1], S T 2% 515, 2009,
26(1):89-92.

(4] ¥k XU, k52, 55 RE Y AES i s higit S
SCBLT . Sl o2 SR 2014, 31(8)  94-98.

[5] Hamalainen P, Alho T, Hannikainen M, et al. Design
and Implementation of Low-Area and Low-Power
AES Encryption Hardware Core[ C]// Digital System
Design: Architectures, Methods and Tools, 2006.

Dsd 2006. Euromicro Conference on. IEEE, 2006
577-583.

[6] William Stallings. %1% g fith 2 55 [ 2% 42 45 B 5 51
2 I\ RS B | STE Y 78T Q1 A 3 1 | )
Tl R 2012,

[7] Song Haolong, Liang Huaguo, Shan Guohua. Im-
provement of Inverses in GF(2~m) for Public-key
Cryptography System on FPGA[J]. Journal of Chi-
nese Computer Systems, 2010, 31(2):259-263.

[8] Yang Hongzhi, Han Wenbao, Zhao Long. Construc-
tion method of S-box suitable for hardware implemen-
tation: Construction method of S-box suitable for
hardware implementation [ J |. Journal of Computer
Applications, 2010, 30(3):674-676.

[9] Prouff E,Giraud C, Aum? nier S. Provably Secure S
Box Implementation Based on Fourier Transform
[M]// Cryptographic Hardware and Embedded Sys-
tems - CHES 2006. Springer Berlin Heidelberg,
2006 :216-230.

[10] S23m, ®ICh . 52304, e Rhdum M iFE st AES
FESER T ] AN TR SR, 2009,31(12)
16-19.

EZE B -

FBRER 2, (19920 AERFFE A, WF5E a1k SOC 15
B53F. E-mail: chalin819@163. com.

F EF F.A987), WA BT A AR EE SOC
BEit.

#®iRE 55,1992 AL AFFT A, BFEE T 1 A A BRLAE S AR
FAE T AL,

=ERE B,Q982) 45 HUR. AR T oA A R &
REMTI#E CPU #it MRTI#E SOC #1145,



